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1.0 INTRODUCTION

1.1 OBJECTIVES

The main objectives of this study have been: (1) to examine the existing
failure rate prediction models in the Microcircuit Section of MIL-HDBK-217E,
to determine if they are applicable to state-of-the-art devices; (2) to revise
or extrapolate the existing models as necessary to reflect current and future
device reliability; (3) to perform a reliability assessment of device types,
being designed into state-of-the-art systems, for which no models presently
exist; and (4) to develop new reliability prediction models for emerging
technology devices. These objectives support the goal of developing accurate,
user-friendly models for possible inclusion in a future revision to
MIL-HDBK-217.

1.2  BACKGROUND

MIL-HDBK-217 has been used as a guide for predicting system reliability for
many years. The consistent approach used by the authors of the handbook
(RADC) has been to examine field and 1ife test component failure data to
identify key elements to which this data best fits. These key elements are
then combined in an additive and multiplicative form to develop a component
failure rate value dependent upon the type and application of the specific
component. Component failure rate values can be combined, according to the
specified system architecture, to obtain a predicted value of the system
failure rate. Using this approach, the authors have been successful in
maintaining a usable model. However, because of increasing microcircuit
complexities and new component types, there is a need for an improved, updated
prediction model for advanced microcircuits.

To develop a set of requirements for a reliability prediction model, it is
necessary to understand the intended use of the model. Reliability prediction
models, such as MIL-HDBK-217E, are used extensively to determine the
reliability trade-offs between various system designs, in order to produce the



optimum reliable design. The requirement to deliver systems with higher
reliability is being pursued aggressively by DOD. The seriousness with which
the Air Force views system reliability is demonstrated in the goals of R&M
2000, with similar initiatives being pursued by the Army and Navy. In order
to achieve these goals, it is imperative that the major reliability risks in
the system design be accurately identified and eliminated without unnecessary
reliability design complications, such as over-redundancy or the use of
inappropriate cooling system strategies. The reliability prediction model
must be capable of realistically approximating the reliability of each
component comprising the system, including the advanced microcircuits. The
methods of reliability prediction modeling investigated address the
requirements of accuracy of the predicted failure rate, comprehensiveness of
microcircuit types, integration with microcircuit screening, and model
maintainability, all with minimal impact on usability.

1.3 LIST OF ACRONYMS

A list of acronyms with their associated meanings as used in this report is as
follows:

AC - Assignable Cause

Ag - Silver

Al - Aluminum

ALSTTL - Advanced Low-power Schottky Transistor-Transitor Logic
ASIC - Application Specific Integrated Circuit

ASTTL - Advanced Schottky Transistor-Transistor Logic
Au - Gold

B - Boron

BIMOS - Bipolar/Metal Oxide Semiconductor

BIR - Built-in Reliability

CCD - Charge Coupled Device

CERDIP - Ceramic Dual Inline Package

CGA - Configurable Gate Array

CHE - Channel Hot Electron

Cl - Charge Injection



Cl - Chlorine
CML - Current-Mode Logic
CMOS - Complementary Metal Oxide Semiconductor

CPU - Central Processing Unit

]

CVD - Chemical Vapor Deposition
DIP - Dual In-Tine Package
DOD - Department of Defense

DRAM - Dynamic Random-Access Memory

DTL - Diode-Transistor Logic

£a - Activation Energy

ECL -~ Emitter-Coupled Logic

EEPROM ~ Electrically Eraseable Programmable Read-Only Memory
EM - ElectroMigration

EMI -~ Electromagnetic Interference

EMP - Electromagnetic Pulse

EPROM - Eraseable Programmable Read-Only Memory
ESD - ElectroStatic Discharge

eV - Electron Volit

F - Fluorine

FET - Field-Effect Transistor

FGMOS - Floating Gate Metal-Oxide Semiconductor
FLOTOX - Floating Gate Tunnel-Oxide

FPMH - Failures Per Million Hours

FR - Failure Rate

FTTL - Fast Transistor-Transistor Logic

GaAs - Gallium Arsenide

Ge - Germanium

H - Hydrogen

HAL - Hard Array Logic

HBT - Heterojunction Bipolar Transistor

HEMT - High-Electron Mobility Transistor

HMOS - High-performance Metal-Oxide Semiconductor
HTRB - High Temperature Reverse Bias burn-in

IC - Integrated Circuit

[EEE - Institute of Electrical and Electronics Engineers



contract. It lists the microcircuit types which were the subject of study,
and it summarizes the methodology employed, the types of models which were
developed, and their intended usage.

Section 4.0 is the main body of the report. It discusses the model
development for each of the primary categories of devices, as listed below:

Q VLSI/ULSI Devices (including microprocessors and gate array devices)
- Section 4.1

O Memory Devices (including programmable logic devices) - Section 4.2

O Monolithic GaAs Devices (including microwave and digital devices) -
Section 4.3

O Hybrid Microcircuits (including all styles of multi-chip hybrids) -
Section 4.4

0 Packaging Models (including corrosion, cracking, and wire-bond
failure models) generic to all packages - Section 4.5

In addition, the development of failure rate adjustment factors (v factors)
to account for different quality levels, product maturity, device functions
and operating environments, is presented in Section 4.6.

Section 5.0 discusses predictive model validation, where it was possible to
validate the models. Section 6.0 presents our conclusions and recommendations
for follow-on analysis and study, and section 7.0 is the combined bibliography
for the report.

Appendix A is a page-for-page replacement for Section 5.1.2 of MIL-HDBK-217E.

Appendices B and C are, respectively, mathematical derivations and Fortran
programs supporting the development of the VLSI/ULSI models.

Appendix D contains tables of probability of sucess and hazard rate at 10,000
operating hours for the predominant wearout failure mechanisms,
electromigration and time-dependent dielectric breakdown. Appendix E contains
memory devices life test data.



Appendices F, G and H are detailed summaries of the work performed in the
development of the deterministic package failure models, presented in the
format of technical papers.

Appendix I provides the derivation of AT default values to be used for
various part usage environments.

3.0 APPROACH

The approach which was pursued in assessing the reliability of advanced
technology microcircuits consisted of a five-step process.

1. A review of MIL-HDBK-217 identified the component styles and the device
technologies which needed to be addressed. If the validity of the existing
mode]l was guestionable, or if no model existed, it was added to the list. The
following areas were selected for research and analysis:

Application Specific ICs (ASIC)

Very Large-Scale Integration (VLSID)

UTtra Large-Scale Integration (ULSI)

Very High-Speed Integrated Circuits (VHSIC)

Random-Access Memory (RAM)

Read-Only Memory (ROM)

Programmabie Read-Only Memory (PROM)

Programmable Array Logic, Logic Array, Hard Array Logic (PAL, PLA, HAL)
Configurable Gate Array (CGA)

Current-Mode Logic (CML)

Pin Grid Array (PGA)

Monolithic Microwave IC, Gallium Arsenide (MMIC, GaAs)

Hybrids (MHP, PHP)

Packaging (Materials, Seals, Die Attach, Wire Bonds, Corrosion)

2. A literature search was conducted to determine if the reliability of these
component/technology types had been documented. Emphasis was placed on device
failure mechanisms and data relative to failure physics, because it was



intended to develop deterministic models to the maximum extent possible. A

partial listing of the references is included in the bibliography and the
appendices.

3. Data was collected from several sources, including the Reliability
Analysis Center (RAC) Microcircuit database, technical journals, technical
periodicals, manufacturers' device data books, and the Westinghouse Failure
Analysis and Field Failure databases. In addition, an industry survey was
made, by mail and by telephone, of 227 suppliers and users of advanced
microelectronic devices. The data was categorized for the primary model
development areas, and each of these databases is discussed in the appropriate
paragraphs of Section 4.0 of this report.

4. The data was analyzed for applicability to the model development effort.

5. Predictive models were developed, based on the data collected. Where
possible, the models were validated by using additional sources of information
and/or by comparison of the results with MIL-HDBK-217E.

3.1 METHODOLOGY

Initially, the attempt was made to develop only deterministic models for all
of the component types identified for study. However, several pitfalls became
evident in this approach. First, the resultant form of the model, a
combination of all fajlure distributions, although inherently accurate and
mathematically correct, is not user-friendly. It is not possible to improve
model accuracy and comprehensiveness without adversely affecting the model
development and use. Second, the resulting model form does not readily lend
itself to inclusion in MIL-HDBK-217, which is an ultimate goal. And third,
deterministic models cannot account for the early and middle life microcircuit
failures - those which typically occur within the useful 1ife of the
components, and which appear to occur randomly. Since these failures are of
significance to the user of the model, they must be included.

Therefore, the reliability prediction model which was developed for advanced



microcircuits estimates the early, middle, and end-l1ife of these
microcircuits. 1In general, early and middle-life microcircuit failures are
"assignable cause" failures. These failures are premature failures whose
causes can be "assigned" to specific random defects or events. The early and
middle-life failures typically exhibit a substantially greater failure rate
than do end-life failures. The end-1ife failures of microcircuits are “common
cause" failures. These failures are material wearout failures whose causes
are "common" because of the common materials used in the fabrication of the
microcircuits. MIL-HDBK-217E and its predecessors only considered assignable
cause failures in the development of prediction models, since common cause
failures did not typically occur within the Tifetimes of military systems.
However, the geometry scaling required to attain the complexity of the
advanced microcircuits in question may result in common cause failures that
contribute significantly to the overall failure rate of the microcircuits
under standard operating conditions.

Much of the prediction modeling effort was dedicated to distinguishing between
assignable cause failures and common cause failures. Since the failure models
for early, middle and end 1ife are not typically the same, a generic model was
developed to combine these individual failure models. This Superposition
Model is described in detail in section 4.1.1, but it is also described
briefly below.

As previously mentioned, the early and middle-1ife failures, or "assignable
cause" failures, are defect-related, and they can be accurately modeled by a
constant (time-independent) failure rate, as was done in MIL-HDBK-217. If
there are n independent assignable cause failure mechanisms operating on a
component population, then

n
MT = T g, (3.1.1)
i=1
where:
XAT = the total component failure rate due to assignabie causes
xAi = the component failure rate due to the ith assignable

cause



Further, the reliability of the component, or the probability of its operating
without failure for some time, t, may be expressed as

M7t

R=oce (3.1.2)

However, this model does not account for the end of life (wearout) failure
mechanisms, which are typically distributed log-normally - implying
non-constant failure rates. Equation 3.1.2 may be expanded to include these
failure mechanisms, and thus becomes

_ —XATt m
R=e¢e x I (1 - Fi(T)), (3.1.3)

i=]

where:
Fi(T) is the time-dependent probability of failure for the
ith failure mechanism, and

m is the number of independent wearout mechanisms.

The problems presented by this model are: (1) the non-constant (time
dependent) failure rate of the wearout mechanisms, implying that the time in
the component's life used to evaluate the reliability will alter the result;
and (2) the fact that failure rates of components can no longer be added to
derive a total system failure rate. The first problem is overcome if a common
time is chosen for comparative analysis of the reliability of all components.
Ten thousand operating hours is a common design criteria for avionics systems
(programs such as ALQ-165 and APG-68), and it has been chosen in our modeling
effort. A failure rate for each wearout mechanism can then be calculated, as
described in section 4.1. The second problem is overcome by using
reliability, rather than failure rate, as the figure of merit, or by ignoring
the common causes (by reverting to use of equation 3.1.2). The latter may be
done legitimately if the calculated value of the effective failure rate of the
common cause failure mechanisms is much less than the failure rate due to



assignable causes.

Even then, the common cause models are useful as design

tools, both in the assessment of inherent reliability (failure free operating

period) and in the verification of adequate derating margins.

3.2 MODELS

Models have been developed for the primary categories of advanced technology

devices as shown in Table 3.2-1.

Table 3.2-1 NEW MICROCIRCUIT MODELS
DEVICE ASSIGNABLE CAUSE; COMMON CAUSE
CATEGORY (EARLY-MIDDLE-LIFE) (END-LTFE/WEAROUT) REMARKS
VLSI/ULSI E N E = extrapolated or
modified 217
model based
on new data
Memories 3 N N = new model
GaAs N - Insufficient data
for commone cause
model development
Hybrids N N Common causes
addressed in chip,
package models
Packages E N

Quality, learning, environment and hybrid function failure rate
adjustment factors are modifiers of the assignable cause failure
rates only.

With the exception of the hybrid model, which has been greatly simplified, the
assignable cause models are similar in form to the models in MIL-HDBK-217E. A

comparison is presented in Table 3.2-2.
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LEGEND TO TABLE 3.2-2

A is the device failure rate in F/10° hours

wQ is the quality factor

T is the temperature acceieration factor (MOS and Bipolar)

TIA is the GaAs temperature acceleration factor (active devices)
Trp is the GaAs temperature acceleration factor (passive devices)
C] is the circuit complexity factor (MOS and Bipolar)

C]A is the GaAs circuit compiexity factor (active devices)

C)P is the GaAs circuit complexity factor (passive devices)

e is the application environment factor

™ is the device learning factor

C2 is the package complexity factor

XCYC is the EEPROM cycling-induced failure rate

e is the circuit function factor (hybrids)

NC is the number of each particular component (within hybrids)
XC is the component failure rate (for each component within hybrids)
e is the die correction factor

NR is the number of chip or substrate resistors

XR is the failure rate of the chip or substrate resistor

NI is the sum of the hybrid interconnections

XI is the failure rate per interconnect

L) is the hybrid density factor

XS is the failure rate of the hybrid package

HA GaAs MMIC application factor

13






